Adapt-Adopt-Evolve

The Electronic Disruption Cycle in WAR

By
Lieutenant Colonel Dan Carlson



What skills we need to Lead in volatile,
complex, and ambiguous problems.?

e Order

e Calm

e Rational

e Communication
* Focus

* Direction

* Confidence

e Personal Courage



Military 101
From Order to Chaos

https://www.researchgate.net/figure/The-Spectrum-of-Conflict-1 figl 326653575

Tactical military activities



https://www.researchgate.net/figure/The-Spectrum-of-Conflict-1_fig1_326653575

Levels of Warfare
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The Level of War at which a nation’s ©
military services develop material g
and non-material capabilities, to e 0 . I
include technology and people to E perat"‘.’na
execute the tactical, operational, and ]
strategic level of warfare E

Technical

https://thestrategybridge.org/the-bridge/2016/5/5/the-institutional-level-of-war

Policy

POTUS/Joint Chiefs
Strategic Level of War

The Level of War at which a nation, often as a
member or a group of nations, determines
national or multinational (alliance or coalition)
strategic security objectives and guidance, then
develops and uses national resources to achieve
those objectives

€ (Combatant Commands

(Division)
Operational Level of War
The Level of War at which campaigns and major
operations are planned, conducted, and sustained
to achieve strategic objectives within theaters or
other operational areas

(Brigade)
Tactical Level of War
The Level of War at which battles and
engagements are planned and executed to achieve
military objectives assigned to tactical units or task
forces

Individuals and Equipment


https://thestrategybridge.org/the-bridge/2016/5/5/the-institutional-level-of-war

Insurgent success with Bombs
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Getting Left of Boom!
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Joint Improvised Explosive Device Defeat Organization
(JIEDDO)

JIEDDO's counter-lIED capability areas include countering threat-networks, detection,
neutralizing IEDs, limiting homemade explosives, information integration and fusion to
increase situational awareness, weapons technical intelligence, and counter-IED training.

JIEDDO currently has a roster of about 400 military and civilian staff and about 700 contract
personnel.
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Invisible counter measures
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Persistent Stare Doctrine

Establish a pattern of life or detect changes forensically

¥ Wide Area Airborne Surveillance (WAAS) %

*As new capabilities are developed, (] FMV-30fps

warfighters innovate to meet mission needs Gorgon Stare — 2 fps
-New and developing payloads create
opportunities and challenges R P
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Task Force ODIN Using innovative technology to support ground
forces [Image 1 of 3]
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25th Combat Aviation Brigade Q

An aerial reconnaissance multi-sensor (ARMS) sits outside Task Force QDIN (Observe, Detect, Identify, and
Meutralize) at Contingency Operating Base Speicher.
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DARPA-Defense Advanced Research Projects
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DTRA Role
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AIRWARFARE. L AND WARFARE, NETWORKS / CYBER

Invisible, Essential: Open Architecture For Army
Aircraft

The Army will hold five demonstrations this year for the electronic backbone of its future manned aircraft and drones. A forerunner is

entering service.

By SYDNEY .. FREEDBERG JR. ar

WHEN
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STRIKES,
THE MISSIO?r
SUCCEEDS.

The digital, open-architecture cockpit of the upgraded UH-60V “Victor” Black Hawk




https://www.msn.com/en-us/news/world/us-sees-war-zone-drones-as-new-improvised-explosive-devices/ar-BB110uQb?utm source=Sailthru&utm medium=email&utm campaign=EBB%2003.11.20&utm_term=Editorial%20-%20Military%20-
%20Early%20Bird%20Brief

U.S. Sees War-Zone Drones as New Improvised Explosive Devices

Tony Capaccio 5 days ago

e

(Bloomberg) -- Drones deployed by Iran or its surrogates for reconnaissance and potential
attacks against U.S. forces in the Middle East are the most daunting new regional threat
since improvised explosive devices were deployed during the Iraq war, according to the

top U.S. commander in the region.



https://www.msn.com/en-us/news/world/us-sees-war-zone-drones-as-new-improvised-explosive-devices/ar-BB110uQb?utm_source=Sailthru&utm_medium=email&utm_campaign=EBB%2003.11.20&utm_term=Editorial%20-%20Military%20-%20Early%20Bird%20Brief

NETWORKS / CYBER

US Has Lost ‘Dominance In Electromagnetic
Spectrum’: Shaffer

By SYDNEY .J. FREEDBERG JR. onSeptember 03, 2014 at 3:43 PM
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The Navyv's new EA-18G Growler electronic warfare aircraft during sea trials.

e
i
Shop radio frequency jammers Sponsored
A
| oisrrons .
ML
st ”
$94.99 $89.95 $295.00 $48.99 $795.00 $359.00 $39.99 $167.38 $99.99 $2.95 $39.89
Camera Finder & All New ProSeries Il RF Wireless Signal High Frequency Professional Mulii- EMP Shield - Plug-in Aires Shield Pro | Spinlock BRS 63mm SG-1 Personal RF Adafruit Industries Shomer-tec Sonic
Wireless Bug Czll Blocker Free Detector by iProtect Wireless Pulse Frequency Wireless 110 Volt Generator EMF Protection Jamming Spinnaker Detector Llc 1991 Nausea Electronic
SpyCentre.com- Digitone Brickhouse Security =Bay SpyCentre.com-Spy .. EMP shield Ajres Tecl Atlantic Rigging Sup... SpyGuy Digi-Kay sBay

*okkkd (8)



AXIOoms

 We lead people-not technology

e During change increase the rate of communication

 The market (and enemy) gets a vote

e ‘Everything’ is not a priority

e Anticipate stressful reactions during change, let it surface

e Abandon tribal knowledge if necessary

 Change is incremental and iterative: small wins

e Organizational enthusiasm will deplete right before success
e Uplifting others is always a better way to be

* |t takes personal courage to lead during disruption. Work on it.



Thank you for listening

Questions?
Daniel.Carlson@alumnimail.pepperdine.edu

714-418-8745
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